BRANCH OFFICIALS BULLETIN (HEALTH & SAFETY SECTION)

CBRN JOINT STATEMENT ON ROYAL MAIL's CBRN ATTACK RESPONSE PLAN AND DEALING WITH SUSPECT PACKAGES

Following the 2001 series of Anthrax laced letter attacks in the USA which were sent to US Politicians and News Media personalities and which in turn led to deaths and serious illness of US Postal Workers and others, the CWU along with Royal Mail and Government Departments (Home Office, DTI, HSE, Police) formed a CBRNE (Chemical, Biological, Radiological, Nuclear and Explosive) Attack Committee that has met regularly since then. Ongoing work has developed and revised its defence plan and precautionary procedure, working with the Police and Emergency services. These Defence plan procedures are triggered in the event of a suspect package or letter. The Union has no intention of panicking and we are determined to do everything within our power to protect the health and safety of our members and their jobs against deliberate acts, intended to do harm and create panic.
An Annual event is held in London in February called “Vecturer” bringing together all the interested parties in a large scale exercise to run through the current position and test the defence action plan and procedures. This involves Royal Mail Board, Area Managers, Royal Mail Security and Safety Management, the Unions, Police and Emergency Services, Postcom, Postwatch, Home Office, DTI, HSE etc. Following this exercise the setting up of Area Planning Committees involving CWU Area Safety Reps was agreed to look at local application of the Attack Plan and examine incidents etc. 

All Areas were actioned to complete a CBRN (White Powder) Desk Top Exercise which will work through the Area's response to a white powder incident in local offices, with local emergency services and CWU and CMA Area Health & Safety Reps involved. This generally takes three to four hours to conduct and provides most value when held with larger groups of shift managers and DOMs.  Areas that haven't already held this exercise should aim to complete by end of November.  
To assist you please refer to the following attachments:-

· CBRN Joint Statement - Joint Statement between Royal Mail, CWU & CMA to support this Activity.


· Suspect Packets Work Time Learning & Listening (WTLL) Brief.
·    Quick Guide for dealing with suspicious packages
 

All enquiries should be addressed to Dave Joyce National Health, Safety & Environment Officer quoting reference E1.  Attachment No. 57
 

 

 

Joint Statement to Area General Managers

Royal Mail’s CBRN Attack Response Plan

& 

Dealing with Suspected CBRN Packages 

The purpose of this statement is to re-enforce some key messages to improve Royal Mail’s initial handling of suspected Chemical, Biological, Radiological or Nuclear (C.B.R.N.) packages by:

 

     Raising CBRN awareness with frontline employees
 &
     Continuing to develop managerial expertise 
In Feb 2004 all Area Managers were invited to attend the ‘Beyond Vectura’ event or to nominate an Area representative. The purpose of the event was to raise awareness of Royal Mail’s CBRN Attack Response Plan and to initiate planning activity within AGM Areas.
Since then CBRN desktop exercises have taken place in some AGM Areas across the country helping to develop and communicate local plans for managing suspected CBRN incidents, such as agreeing rendezvous points with Emergency Services or agreeing levels of responsibility.  Where desktop exercises are still taking place it is important to involve all key players including union Health & Safety representatives.
Although the threat from International terrorism is high the threat of CBRN attack on the UK mainland remains low.  Furthermore, there is no information to date to suggest that terrorists are likely to use Royal Mail for the delivery of a CBRN agent to their target. 
However, in the event that the Royal Mail pipeline is used to carry out a CBRN attack our initial response will not only reduce the effectiveness of such an attack but also will dramatically reduce the effect on our employees and minimise the potential disruption to our Business.
Since the Anthrax attacks in America in 2001 Royal Mail have handled hundreds of suspected CBRN package incidents.  All have turned out to be genuine innocent postings, deliberate malicious hoaxes or naïve pranks.  We continue to learn from our experiences in managing these types of incidents but we still need to raise awareness with frontline employees and develop managerial expertise. The initial steps taken in managing a suspicious CBRN package incident are crucial to the whole of Royal Mail’s response plan.
 It is important that all employees know what initial actions to take on finding a suspect package and that managers know what actions to take.  Union Health & Safety representatives have an important role to play and can provide valuable support in managing a suspect CBRN package incident. 
Key Messages
     Understand the suspect package process
     Practise the suspect package process
     Be alert not alarmed
Attachments

[image: image1] Quick Guide for Dealing with Suspicious Packages

Signed Dave Joyce
National CWU Health & Safety Officer 

Signed Martyn Bunn
National CMA Health & Safety Representative

Signed Paul Tolhurst
Head of Network UK

August 2
	Audience
	All Royal Mail Group Plc employees

	Subject
	Suspect Powder/Substance Packages 

	Timescales
	

	Action
	To be informed of how to identify a suspect powder/substance package and how to deal with it.

	Contact
	CPC - 020 7016 2999


Aim:  To protect our people and our business by raising staff awareness and vigilance to the identification of a suspect powder/substance packet and ensuring effective management of such incidents.

Key Messages:  One of the ways of delivering a biological agent (anthrax) to its intended target is via the postal system.  The aim is to infect the recipient but invariably the package does not always stay intact.  
Currently there is extensive media coverage of CBRN issues in the UK and worldwide, highlighting the perceived threat this type of attack may pose.  However, although the current threat of a terrorist attack is high the threat of a CBRN attack on UK mainland is LOW.  Be alert not alarmed.

Internal Event

         What do you do if you find a suspect package?

o       Set it down carefully on the nearest a flat surface (the floor will do)


o        DO NOT cover it or put it in a bag or bomb tube
o        
o        
o         
o                                            

o        
o        Advise those working in an area of about 20 metre radius around the package that you have a suspect powder packet, to move out of the area but remain together

o        o        To avoid ‘cross contamination’ do not mix or walk among colleagues who have not been in or are outside the 20m zone 
o       Call a manager and tell them what has happened

o       If you have touched the powder, when practical, arrange for water to wash your face and hands.

         What should a Manager arrange to do next and why?

o        Carry out a Risk Assessment, 

         What makes a package suspicious?

o        Excessive packaging and sealing

o        Excessive amount of postage paid.

o        Powdery, granular or sand like substance, residue or liquid is visible on the cover of the packet or leaking from it.

o        Restrictive endorsements such as ‘Personal’, ‘For the attention of…’ or ‘Confidential’.


And who are the likely targets? (This list is not exhaustive)

o        Politicians, UK government, Judiciary, or local government officials

o        Famous people (Should this be People in the public eye, business leaders, union leaders, Scientists and Medical researchers)

o        Organisations (MOD, Science laboratories, high profile companies)

o        Places of Worship

o        Government, Local Government, Courts, Scientific or Medical research buildings


What should a Manager do next if he/she thinks the item is suspicious?

o        Arrange for windows and doors to be closed to limit air circulation and contamination. 


o        Shut down machinery in the 20m zone, 
o        switch off localised fans including those on or about machinery.
o        
o               

o        Shut down air conditioning / air circulation systems. The instructions to do so are affixed to the system control panel and included in the ‘site log book’. Be aware that heat and smoke detectors particularly in Staff Restaurants may activate.
       

o       FAILURE TO DO THE ABOVE COULD CONTAMINATE THE WHOLE BUILDING AND SURROUNDING AREA
o        Record the details of all those who have been contained within the 20m zone and arrange to secure the attendance sheets for the building/ unit.

o        Contain those identified as being in the immediate 20 metre minimum radius in an appropriate location affected people. 

o        Call 999 and ask for the police – explaining to the Police that they have a CBRN  incident. 

o        Any subsequent evacuation will be strictly controlled by the Police and under medical supervision.

o        Call CPC – 020 7016 2999 and follow their advice.


o       Try and work normally out side of the zone
o        
o                                                      
o       Inform the CWU/CMA Health and Safety representatives and be prepared to work closely with them throughout the incident.
o        When its safe to do so complete relevant paper work (form CS230a) and send to CPC (they can a send copy by email)

External Event

         If you find a suspicious Item while outside the office (Collections/ Deliveries etc,) –
o        Warn members of the public in the vicinity

o        Set the item down carefully. 

o        If the item is in a Pillar box - DO NOT clear the box, 

o        Arrange for the box to be sealed and secured. 

o        Seek immediate police assistance by the most convenient means and then contact your supervisor.
         If you are asked by a member of the public or representatives of a business or Government     

address to take back an item which they have had delivered and they are suspicious of the contents –
o        Do not accept the item.

o        Do not agree to return it to the office and into course of post to return

o        Advise them to contact the Police immediately

Control

         Who will be in control of the incident?

o        To begin with YOU

o        Then the manager 

o        Then the Police 

	QUICK GUIDE TO DEALING WITH SUSPECT PACKAGES



	Recognition of a Suspect Item

      Dimensions: A letter bomb is unlikely to be less than 3 mm (1/8 inch) thick, or weigh less than 43 grams (1 ½ ounces).

(
      Balance/Weight: Is the packet evenly balanced? Lopsided packages should be treated with suspicion. Packages that are disproportionately heavy for their size could contain an improvised explosive device (IED).

(
      Holes or Stains: Packages with grease stains or pin holes in the wrapping should be treated as suspect.

(
      Smell: Some explosive materials smell of marzipan or almonds.

(
      Noise: Ticking or hissing sounds may indicate the presence of an explosive device.

(
      The Flap: Is the wrapping completely stuck down? The absence of small gaps at the end of the flap might indicate a suspect item.

      Type of Envelope: Experience has shown that postal bombs are usually found in "Jiffy" bags or similar types of envelope.

(
      Packaging/Postage: Has an excessive amount of wrapping or sealing material been used or has an excessive amount of postage been paid? (To(( avoid any possibility of delay or enquiry due to underpayment)

      Markings: Restrictive endorsements such as “Personal” or “Confidential“ may indicate a suspicious item.
Contents 1: If, in addition to other indicators, (balance, weight, packaging etc ) the appearance suggests that the package could contain a book or video cassette it should be treated as a 

possible postal bomb or IED.
Contents 2: If a powdery, granular or sand like substance, residue or liquid can be seen on the outside of the item or leaking from it, the item should be treated as suspect.

Contents 1 Suspicious Items – Postal Bombs or Improvised Explosive Device (IED)
What Do I Do?

      If you in are in the office, set it down carefully on the nearest flat horizontal surface or, if available, place it in a purpose built suspect package container.

      Warn everyone in the immediate vicinity and clear the surrounding area. (20m radius zone around item)

      If a manager is not in the immediate area, call a manager and tell them what has happened.  The manager will (if necessary) contact the police and seek assistance from the local security staff.

      If you find a suspicious Item while outside the office (Collections/Deliveries etc,) warn members of the public in the vicinity and set the item down carefully. If the item is in a Pillar box - DO NOT clear the box, and arrange for the box to be sealed. Seek immediate police assistance by the most convenient means and then contact your manager.

      If you are asked by a member of the public to take back a item which they have had delivered and are suspicious of the contents, they must be advised to contact the police. On no account accept the item and agree to return it to the office.

Do Not

      Drop , shake or throw it away.

      Attempt to open the package.

      Bend or flex the package in an attempt to ascertain the contents.

      Immerse the package in sand or water.

      Place it under a sandbag or other heavy object.

      Place the package in any container other than the one specifically designed for this purpose.

      Handle the package any more than is absolutely necessary.


	Contents 2 Suspicious Items – Suspect Powder / Substance Package

If you come across a suspicious

package you must:

      Set it down carefully on the nearest flat surface –the floor will do. DO NOT try to cover it or put it in a bag.

      Warn everyone in the immediate area that you’ve found a ‘powder’ package.

      Tell everyone in the immediate area – at least 20metres radius – to move away, but remain together.

      If you’ve touched the package, wash your hands and face as soon as you can.

      Be careful not to mix with colleagues outside the 20 metre zone – to avoid risk of cross-contamination.

      Tell a manager what has happened. If there isn’t one nearby, call them.

Managing the incident
Managers have been briefed on how to handle these situations. As soon as they are alerted they should:
      Switch off any fans in the area, including those on machines.

      Shut down the air conditioning (heat detectors – particularly in staff restaurants – may activate.

      Shut down machines in the 20 metre zone if necessary.

      Close windows and doors.

      Call the police – explaining they have a powder incident. 

      Call Central Postal Control on 020 7016 2999 and speak to the duty officer. 

      Work closely with the CWU and CMA health and safety representatives throughout the incident.

      Isolate the 20 metre zone.

      Contain those people from the 20 metre zone in an appropriate location. Evacuation will be carried

        out under strict police and medical         supervision.

      Record the names of those contained.

      Ensure the welfare of contained employees.

      Continue working as normally as possible – awaiting further instructions.

      Wait for the police to arrive and follow their advice.

      When it’s safe, complete the relevant paperwork (form CS230a) and send it to Central Postal Control. CPC can send copies electronically.
If you’re outside:

Of course you could come across a suspicious package when you’re on collections or making a delivery. If so, here’s what to do:

On collections…
      Warn any members of the public in the immediate vicinity.
      If the item is in a pillar box, DO NOT clear the box.

      Seek immediate police help by the most convenient means

      Phone your manager and ask for the box to be sealed.

On deliveries…

      If a customer asks you to take back a suspicious Item - DON’T!

      Tell them to contact the police.

      On no account must the item be brought back to the office.




